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ABSTRACT

The demands on Wireless Local Area Networks (WLANS) are growing due to the ever increasing proliferation of
network devices and applications [14] . The number of devices and connections per user israpidly on theincrease. It
is common for most flexible mobile users to have not only primary computing devices but also at least one or more
smart devices. However, advent of Information and Communication Technology (ICT) and its adoption has made
the wireless networking readily available, affordable, and easy to use. Many users use wireless technology for
domestic as well as commercial purposes. This use has to take care of certain security threats that may be
encountered. This paper analyses those threats and suggests the necessary measures so that both home based and
publically situated wireless networ ks can be well guarded.

Keywords. Wireless Local Area Networks (WLANS), Informatioro@munication Technology (ICT), Crackers,
Encryption.

INTRODUCTION

The advancement in science and technology has eerpdwus with tremendous power to deal with various
segments of human life. These advancements hawegvieo, also given rise to certain deviances anchiosl
tendencies. The same equally applies in the presamf ICT. The ICT has conferred tremendous cbmiver the
information we generate and disseminate. So muc¢heidenefit of ICT that the traditional means amddes of
human interactions have been substituted by ICE §dme has resulted in use of e-governance, e-carajretc
that have drastically reduced the face to face muimiraction. The instrument or tool that madeflal possible is
a computer connected to the Internet. Initiallye thternet was used for computers connected threagles and
routers.[1] Routers in a home network are generahnected to a broadband cable or DSL[2] modermwih the
advancement of technology even wireless commupitatnd interaction is possible. Wireless routerfopa the
same job as wired routers, only they convert nétviaffic to a radio signal. This convenience hadé enjoyed
with caution otherwise it may be a costly affaiewvery sense. The use of Internet has changedtine platform of
crime and criminal perpetuating the same. Crimk&e hacking, pornography, privacy violations, spamni
phishing, pharming, identity theft, cyber terrorisnetc are increasing day by day. The modus opg8&radiopted
for these cyber crimes and contraventions is diffefrom the traditional crimes that make it veifficult to trace
the culprits. This is because of the anonymousraatti Internet. The Internet is boundary less drad thakes the
investigation and punishment of crime very difficdlhis is more so if an unsecured wireless conoeds involved
in any transaction. The need of the hour is topsitity for a secure and safe electronic environtreo that its
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benefits can be reaped to the maximum possiblenejdeThe wireless security must be accepted atapied for
both home based and publicly placed wireless nétsvor

2.NETWORKSTO BE PROTECTED

Wireless networks are very common, both for orgatiiss and individuals. Many laptop computers haireless
cards pre-installed for the buyer. The ability tdeg a network while mobile has great benefits. Eosv, wireless
networking has many security issues. Crackers fawed wireless networks relatively easy to breah,iand even
use wireless technology to crack into non-wirelessvorks. Network administrators must be awarehes¢ risks,
and stay up-to-date on any new risks that arisgo Alsers of wireless equipment must be awareeskthisks, so as
to take personal protective measures.[5]

A.HOME WIRELESS THREATS

The need to secure traditional wired Internet cotioes was felt long before. However, there is @agng trend of
shifting to a wireless connection at homes. Thi®ives a process where the user connects a devitis DSL or
cable modem that broadcasts the Internet connet¢klimugh the air over a radio signal to his compute
traditional wired connections are susceptible tuséy tribulations, there is a great risk of segubreach that may
arise when a user opens his Internet connectiothdgoairwaves. An unsecured wireless network coupléd
unsecured file sharing can be disastrous. Theréhameever, steps one can take to protect the wgsatetwork. The
following are some of the possible security steps:

(i) Make the wireless network invisible by disalgjiildentifier broadcasting,

(i) Rename the wireless network and change thauliefiame.

(iii) Encrypt the network traffic,

(iv) Change administrator’s password from the diéfpassword. If the wireless network does not hawdefault
password, create one and use it to protect theonketw

(v) Use file sharing with caution. If the user doed need to share directories and files over atsvark, he should
disable file sharing on his computers.

(vi) Keep the access point[6] software patchedugmtb date,

(vii) Check internet provider's wireless securitgtions as it may provide information about securyogr home
wireless network,

(viii) Do not auto-connect to open Wi-Fi (wirelefidelity) networks

(ix) Turn off the network during extended periodsion-use, etc.

B. PUBLIC WIRELESS THREATS

The risks to users of wireless technology haveeiased exponentially as the service has become pomear.

There were relatively few dangers when wirelestinetogy was first introduced. Currently, howevdrere are a
great number of security risks associated with leg® technology. Some issues are obvious and smm®a At a
corporate level, it is the responsibility of thédmmation Technology (IT) department to keep upléde with the
types of threats and appropriate counter measoreeploy. Security threats are growing in the vesel arena.
Crackers have learned that there is much vulnétabil the current wireless protocols, encryptioethrods, and in
the carelessness and ignorance that exists atstiteand corporate IT level. Cracking methods hamine much
more sophisticated and innovative with wirelessadking has become much easier and more accessthleasy-

to-use Windows-based and Linux-based tools beingenaaailable on the web at no charge. IT persosimalild be
somewhat familiar with what these tools can do hAod to counteract the cracking that stems from tfigm
Accessing the internet via a public wireless acges#t involves serious security threats. Thesedts are
compounded by the inability to control the secusiégup of the wireless network. The following stepa be taken
to protect oneself at public places:

(i) Be careful while dealing in an online environrmhé the network is not properly secured. Avoidine banking,
shopping, entering credit card details, etc,

(i) Connect using a virtual private network (VPR it allows connecting securely. VPNs encrypt emtions at
the sending and receiving ends, and keep outdriiféit is not properly encrypted,

(i) Disable file sharing in public wireless spacas it is more dangerous than it is on your hornelegs network,
(iv) Be aware of your surroundings while using &ljpuwireless access point. If an internet conmectis not
essential, disable wireless networking altogether.
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C. CORPORATE SECURITY

The network of companies are equally vulnerableaidous cyber attacks and if not properly securey wost the
company tremendous loss of information and monég fbllowing are the types of unauthorised acceseglly
found at companies networks:

(i) Accidental Association: Unauthorised accessdmpany wireless and wired networks can come framraber
of different methods and intents. One of these ouzhis referred to as “accidental association’sT&iwhen a user
turns on their computer and it latches on to a les® access point from a neighboring company’s lapping
network. The user may not even know that this f@siwed. However, this is a security breach in iraprietary
company information is exposed and now there ceulst a link from one company to the other. Thisspecially
true if the laptop is also hooked to a wired nekwor

(i) Malicious Association: “Malicious associatidnare when wireless devices can be actively maderagkers to
connect to a company network through their crackapgop instead of a company access point (AP)s@lgpes of
laptops are known as “soft APs” and are creatednwdneracker runs some software that makes his/iretess
network card look like a legitimate access poimic®the cracker has gained access, he/she carpatsalords,
launch attacks on the wired network, or plant tieja

(iif) Ad-Hoc Networks: Ad-hoc networks[8] can poaesecurity threat. Ad-hoc networks are definedess po peer
networks between wireless computers that do noe v access point in between them. While thesestgbe
networks usually have little security, encryptioethods can be used to provide security.

(iv) Non-Traditional Networks: Non-traditional netwks such as personal Bluetooth devices are net fsam
cracking and should be regarded as a securityEgn bar code scanners, handheld PDAs,[9] andessrinters
and copiers should be secured. These non-traditiwtevorks can be easily overlooked by IT persorthat have
narrowly focused on laptops.

(v) Identity Theft (MAC Spoofing): Identity theftoours when a cracker is able to listen in on netwaaffic and
identify the MAC[10] address of a computer withwetk privileges. Most wireless systems allow sonired kof
MAC filtering to only allow authorised computerstiwvispecific MAC IDs to gain access and utilize tretwork.
However, a number of programs exist that have nétweniffing” capabilities. Combine these programih
capabilities. Combine these programs with othetwsok that allow a computer to pretend it has ayQvaddress
that the cracker desires, and the cracker canyegedilaround that hurdle.

(vi) Man-In-The-Middle Attacks: A man-in-the-middégtack is one of the more sophisticated attacksttave been
cleverly thought up by crackers. This attack reesharound the attacker enticing computers to log fis/her
computer which is set up as a soft AP. Once thikite, the cracker connects to a real access thootgh another
wireless card offering a steady flow of traffic dbgh the transparent cracking computer to the mealork. The
cracker can then sniff the traffic for user namgasswords, credit card numbers...etc. One type ai-imthe-
middle attack relies on security faults in challerand handshake protocols. It is called a “de-antittegtion attack”.
This attack forces AP-connected computers to dhgir ttonnections and reconnect with the crackesfs AP.
Man-in-the-middle attacks are getting easier td pffldue to freeware such as LANjack and AirJacitomating
multiple steps of the process. What was once dgraitiing edge crackers can now be done by leswletgeable
and skilled crackers sitting around public and aévhotspots.[11] Hotspots are particularly vulb&do any attack
since there is little to no security on these nekao

(vii) Denial of Service: A Denial-of-service attackcurs when an attacker continually bombards getad AP or
network with bogus requests, premature successfulection messages, failure messages, and/or athenands.
These cause legitimate users to not be able torg¢he network and may even cause the networkashciThese
attacks rely on the abuse of protocols such aExtensible Authentication Protocol (EAP).

(viii) Network Injection: The final attack to be wered is the network injection attack. A cracken caake use of
AP points that are exposed to non-filtered netwinalkfic. The cracker injects bogus networking redéguration
commands that affect routers, switches, and igelli hubs. A whole network can be brought dowrhis tmanner
and require rebooting or even reprogramming oihédliligent networking devices.[12]

CONCLUSION

The growing penetration of Internet in the day &y éffairs of Nigeria society has both positive araative
effects. Recently, Nigeria is ranked first in A&t the rating of countries with the highest Int#rUsers [15]. The
positive side of this is the advent of e-governamepayment and e-commerce in Nigeria. The usegufvernance
will provide a transparent, accountable and hesstecitizen and Government interaction. Similagycommerce is
also facilitated with the use of ICT while e-paymes defining the way payments are made in e-comeer
platform. The e-commerce is a well known phenomewiothe global trade that is gaining momentum iigeyia
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with the recent adoption of cashless economy. Heweither e-governance nor e-commerce or e-paycaenbe
a success in Nigeria until we secure these infrestres. This will further militate against the wigpread adoption
of the proposed cashless economy as containecat iviston 2020 agenda. Any ICT infrastructure isffieetive till
we are capable of securing and protecting it. Istine appreciated that the ICT infrastructure nfion can exist
only to the extent it can be protected from intéaral external online attacks. This “need” becomésompulsion”
due to the provisions of IT Act, 2000 that fixegtbaoivil and criminal liability for failure to addiligently. Both the
citizens and companies are required to establisbuad and secure ICT infrastructure to escape ¢besation of
lack of “due diligence”.[13] The need of the hosrto secure both home based and publically situaiesless
networks.
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