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Introduction
Cloud Computing and Internet of Things have recognized an 
individualistic transformation. Although some mutual favors have 
been listed in the literature as a consequence of their merger 
and are anticipated in future. In particular, the Cloud provides a 
versatile tool for managing and designing IoT services, and even 
some applications that manipulate the stuff or the information 
that they generate [1]. From the other side, the cloud takes 
advantage of IoT by extending its purview to cope with issues in 
the actual environment in the most suitable and efficient manner, 
and to introduce new services in various real-life scenarios [2]. 
Typically IoT is described by tiny devices in the modern world, 
widely distributed with finite storage and processing capabilities 
focusing on issues such as efficiency, output, and privacy 
protection [3,4]. And from the other hand, cloud computing, 
having huge potential in terms of storing and processing power. It 
is a highly developed technology which helps the IoT to partially 
solve its problems. Consequently, the current as well as future 
internet should be transformed by a new IT paradigm that 
combines these two complementary technologies.

Security is among the big concern that needs to be kept in mind 
while exchanging information in the Cloud-IoT environment [5]. 
The various security attacks by insiders and outsiders to IoT is 

because of its wireless nature. The on-going contact among the IoT 
devices or the IoT network and cloud interface can be disrupted 
by an intruder [6-9]. Infected Cloud-IoT connectivity adversely 
affects secure and effective cloud data storage. Meanwhile, 
cloud usage is to enable ioT data storage poses privacy issues 
by requiring all users to access information globally. There is a 
requirement of secure communication between IoT gadgets and 
cloud framework, what is significant to protect person privacy 
and security within the CoT setting. The work done in this paper 
is to address the security issues in Cloud-IoT environments by 
proposing an Authenticated-Encryption mechanism in order to 
safeguard sensitive data from attackers. 

Methodology
Existing work
Zhu et al. [10] proposed a security scheme for the integration 
of wireless sensor networks and cloud computing and have 
elucidated its effectiveness in terms of design, functionality and 
security analysis. Bai et al. [11] proposed a secure architecture 
for Cloud-IoT that allows users to access different applications in 
cloud irrespective of the location and time. Further, the proposed 
scheme employs Elliptic Curve Cryptography (ECC) to mitigate 
security attacks. The proposed architecture to achieve the 
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availability is ascertained through the execution system based 
on the Open-STACK. To ensure availability, a template-based 
cloud framework has been proposed which can configure fault 
identification and recovery measures automatically according to 
different services and features. According to the characteristics 
and services, proposed method applications were allowed by the 
templates and the feasibility methods were demonstrated with 
the existing architecture via comparison [12]. Stergiou et al. [13] 
proposed a mechanism to secure cloud of things in which they 
have focused on the security aspects of both the technologies 
i.e. cloud computing and internet of things. The paper presents 
list of benefits that are aimed by the integration of IoT and 
CC platforms. The authors have proposed a mechanism that 
enhances the security in CoT environment. Anitha et al. [14] 
proposed a metadata based security mechanism for the data 
that is stored at the server. The encryption key is generated using 
metadata and the key generation time depends on the number 
of attributes in the metadata. The key generated in this method 
is secured but the time taken by key generation algorithm is large 
which keeps the sensitive data exposed for larger time.

The authentication scheme has been in which the biometric 
parameters are combined with the user credentials. The 
additional key is generated for ECC algorithm for improving its 
security level. Normally in ECC, only two keys are created that 
are public and private however in improved ECC, an additional 
secret key is generated. This additional secret key achieves the 
requirements of security like low encryption, computation, and 
decryption time overhead [15]. Hameed et al. [16], proposed 
the concept of secure trusted things that aims to reduce the 
security and privacy concerns in Cloud-IoT systems. It includes 
the encryption mechanism that involves less overhead. Bashir 
et al. [17] have proposed a lightweight security scheme for IoT 
wherein the energy efficient and simple cryptographic operations 
are used. Alohali et al. [18] proposed a security scheme for 
smart home systems based on Cloud- IoT infrastructure. It 
proposes group key management for smart home system. Here 
the proposed scheme ensures the secure data transfer via 
symmetric key cryptography. The analysis of proposed security 
scheme depicts that it is easy to implement, energy efficient and 
flexible. Mollah et al. [19] have proposed secure data sharing for 
cloud assisted internet of things that uses secret key encryption 
with Advanced Encryption Standard (AES), public ley encryption 
with Rivest-Shamir-Adleman (RSA) and hash using SHA-256. The 
mechanism uses three different algorithms for securing critical 
data at IoT devices; however, the proposed mechanism incurs lot 
of overhead and is complex for resource constricted IoT devices.

Proposed security mechanism
In this paper, we provide an Authenticated-Encryption mechanism 
for cloud of things based on standard protocols and standards. 
Along with the encryption protocol, the proposed mechanism 
also employs the obfuscation technique in order to enhance the 
security in cloud of things. In developing the proposed solution, we 
have classified the IoT devices into highly critical data generators 
and less critical data generators. For example, in a smart home 

application system, every gadget is monitored and controlled over 
the internet. The gadgets may include the temperature sensor, 
humidity sensor, fire alarm sensor, medical sensors (attached to 
patient for his continuous observation). Among these devices or 
sensors, fire alarm sensor and medical sensors are classified as 
highly critical data generators and temperature, humidity sensors 
are classified as less critical data generators. Therefore, if the data 
is highly critical we use strong encryption mechanism and if the 
data is less critical, we use simple technique to obscure the data 
in order to preserve limited resources available at IoT devices. To 
achieve Authenticated-Encryption, the proposed mechanism uses 
AES-GCM [20] as cryptographic construct. Obfuscation technique 
is used through programming constructs and mathematical 
functions. Several obfuscation techniques are available which can 
be used to obscure the data. The research work in this paper uses 
two mathematical functions i.e. floor function and root function 
to obscure the input data.

The proposed algorithm determines the type of data (D) that is 
available at IoT devices. Depending upon the type of data, the 
appropriate technique between obfuscation and encryption is 
used to scramble the data. If the data (D) is less critical data, then 
obfuscation technique is used and if the data is highly critical 
data, then encryption is used. The proposed algorithm used in 
this research work is presented below.

Step 1: Sensed data (D) at IoT device (Input data).

Step 2: If D if critical data, go to step 3, else go to step 4.

Step 3: Run AES-GCM algorithm to encrypt data and go to step 5.

i.e. if D=critical_data, then

AES-GCM_encryption (D)

Step 4: Run Obfuscation algorithm to obscure the data and go to 
step 5.

i.e. if D=less_critical_data, then obfuscation (D)

Step 5: Transmit the data to cloud storage.

The algorithm is run at each of IoT devices before data is 
forwarded to cloud storage in order to scramble the data with 
appropriate technique.

Results and Discussion
Implementation and Results 
The proposed security mechanism provides Authenticated-
Encryption service which provides confidentiality, authentication 
and integrity services to the highly critical data. The 
implementation has been done using PyCrypto toolkit [21]. 
We analyzed the performance of implemented mechanisms on 
Windows 7 64 bit intel i5 processor 2.60 GHz with 4 GB RAM 
and 320 GB storage. The proposed security mechanism has 
been evaluated and compared in terms of processing time with 
the mechanism [19]. The comparison of encryption times and 
decryption times for different data sizes is shown in Figures 1 and 
2 respectively.
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The implementation results show that the proposed mechanism 
reduces the processing time required for performing 
cryptographic operations which improves the lifetime of IoT 
devices by consuming less energy for the process.

Conclusion
Cloud of things is an evolving area where two giant technologies 
are being integrated to provide mutual benefits to each other. 
Cloud computing provides different service benefits to IoT on 
one side and on the other side; IoT lets cloud computing reach 
to real world objects. The integration of cloud and IoT put forth 
lot of research issues and the important issue among them is of 
security. In this paper, we tried to address the issue of security 
by proposing an Authenticated-Encryption mechanism for cloud 
of things so as to enable smart IoT devices to share data securely 
with other devices and requiring less time for cryptographic 
processing. The comparative analysis demonstrates that the 
proposed mechanism is efficient in terms of processing time 
compared to secure data sharing and searching at the edge of 
cloud-assisted internet of things. In future work, we plan on 
improving access control for the devices and the IoT data at the 
cloud.
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