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DESCRIPTION
IoMT, or the Internet of Medical Things, is a network that links 
individuals, objects, sensors, and systems in order to improve 
healthcare services through the use of cutting-edge technolo-
gy. Since the IoMT has been present for a while, a wide range of 
architectures and systems have been suggested to fully utilise 
it. Healthcare should become as effective, accessible, and se-
cure as possible thanks to the Internet of Things (IoT). Although 
the personalised health service provided by the Internet of 
Things is not confined by space or time, an increasing number 
of related difficulties have emerged.
One of the most crucial steps in securing a system is authen-
ticating a person, device, or other system for its identity. The 
proposed authentication methods for IoT-enabled healthcare 
systems are the subject of this survey. There is a pressing need 
to investigate potential threats and suggest solutions in light of 
the rapid shift toward healthcare systems that are enabled by 
the Internet of Things.
A variety of medical devices and apps may connect via the In-
ternet thanks to the Internet of Medical Things (IoMT), which 
has transformed healthcare over the past few decades. In the 
medical sector, wearable Internet of things (IoT) technologies 
has ushered in a new era of smart healthcare. These technol-
ogies augment the current hospital infrastructure and enable 
continuous.
According to the World Health Organization, the majority of in-
dividuals will likely survive past 60. Hospitalization, infectious 
infections, and mental health issues are more prevalent among 
older persons. A 506 million-strong estimate of the world’s se-
nior population was made in 2008. That number will increase 
to almost 1.3 billion by 2040.
It has been noted that the process of updating security stan-
dards, in particular authentication methods, increases the se-
curity of the platform, which is difficult to hack, and the end 
user continues to be interested in keeping themselves se-

cure and up to date. To offer various types of IoT end users 
improved security and privacy, authentication methods may 
also be updated. The advantages and disadvantages of various 
specialised IoTs could also be taken into consideration when 
improving end-to-end user authentication.
Using the findings from the literature review, we can sum up 
the lessons learnt as follows. Resources-constrained strategies: 
The environment that the IoMT comes with is limited in terms 
of storage, communication, and processing power. This is well 
known. More work will need to be put forth in order to tran-
sition toward lightweight strategies that will be beneficial not 
only in the field of healthcare but also in other IoT-based appli-
cation areas. Putting together a dataset making datasets that 
can be utilised in simulations for accurate approximation will 
require a lot of work. It was found that the actual datasets were 
either not available or not accessible by the general public. Due 
to the sensitivity of the healthcare industry, each simulation 
must be.
The Internet of Things has gradually gained the recognition 
it deserves. In recent years, the significance of technology in 
practically every aspect of life has been stressed. One of the In-
ternet of Things most thoroughly studied applications is health-
care (IoT). The study’s primary interest is on IoMT-specific 
authentication techniques. Additionally, the benefits and draw-
backs of the various authentication protocols used at network 
layers, including cloud, fog, and edge, have been studied. Sim-
ilar to this, the importance of authentication in an IoMT-based 
environment is examined. The review’s fundamental findings 
encourage the study region to focus on providing high-quality 
medical care services using current advancements.
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